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ABSTRACT
“Incentivized” advertising platforms allow mobile app developers
to acquire new users by directly paying users to install and engage
with mobile apps (e.g., create an account, make in-app purchases).
Incentivized installs are banned by the Apple App Store and dis-
couraged by the Google Play Store because they can manipulate
app store metrics (e.g., install counts, appearance in top charts).
Yet, many organizations still offer incentivized install services for
Android apps. In this paper, we present the first study to under-
stand the ecosystem of incentivized mobile app install campaigns
in Android and its broader ramifications through a series of mea-
surements. We identify incentivized install campaigns that require
users to install an app and perform in-app tasks targeting manip-
ulation of a wide variety of user engagement metrics (e.g., daily
active users, user session lengths) and revenue. Our results suggest
that these artificially inflated metrics can be effective in improving
app store metrics as well as helping mobile app developers to at-
tract funding from venture capitalists. Our study also indicates lax
enforcement of the Google Play Store’s existing policies to prevent
these behaviors. It further motivates the need for stricter policing
of incentivized install campaigns. Our proposed measurements can
also be leveraged by the Google Play Store to identify potential
policy violations.
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1 INTRODUCTION

Popular app stores such as the Google Play Store and the Apple App
Store list over 2 million mobile apps [29, 38]. The proliferation of
mobile apps has increased the competition among app developers
to improve the “visibility” of their apps in app stores’ searches
and top charts to acquire new users. Creating and retaining a solid
user base is critical for maximizing the revenue of mobile apps,
mostly through in-app advertising or in-app purchases [4, 6].1
Furthermore, popular mobile apps with strong user engagement
metrics (e.g., install counts, daily active users) and revenue will also
be in a better position to attract funding from venture capitalists
(VCs) [5, 35, 62].

Developers spent more than 14 billion dollars in 2019 on various
types of advertising campaigns for promoting mobile app installs
[56]. Oftentimes, this is done through traditional advertising-based
models [16]. Another type of advertising is “incentivized” mobile
app install campaigns, where users install an advertised mobile
app and perform in-app tasks in exchange for monetary (e.g., gift
card, PayPal balance) or non-monetary (e.g., in-app points or virtual
currency) rewards [67]. Mobile app developers pay incentivized
install platforms (or IIPs) to advertise an incentivized install offer,
which is distributed to end users through a network of “affiliate”
apps. These incentivized install campaigns are orders of magni-
tude cheaper in comparison to regular, non-incentivized mobile
app install campaigns — on average, a mobile app install through
incentivized advertising costs around $0.06 (as we show later in the
paper), as opposed to $1.22 for non-incentivized installations [9].

The incentivized install ecosystem is highly sophisticated and
opaque. Incentivized installs have a poor reputation since users
(potentially “crowd workers”) are likely performing actions for a
monetary reward rather than based on a genuine interest in an app.
Furthermore, the ability to allocate specific in-app tasks to users
(e.g., creating an account, completing a level of a game, performing
in-app purchases) through incentivized install campaigns enables
efficient manipulation of targeted user engagement metrics (e.g.,
number of active users, user session lengths) and revenues. These
inflated user engagement metrics can help apps manipulate app
store metrics (install counts, visibility), which might lead to poten-
tial violations of app store policies [2, 11]. In fact, app developers
1Google Play Store and Apple App Store had an estimated revenue of 83 billion dollars
in 2019 [54].
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might abuse these schemes to deceitfully monetize through in-app
advertising or obtain VC funding based on inflated user engage-
ment or revenue metrics. It is noteworthy that incentivized installs
are banned by the Apple App Store and discouraged by the Google
Play Store. Note that the Google Play Store allows their use as long
as they are not used to manipulate app store metrics (e.g., install
counts, visibility) [43]. As a result, IIPs often do not support the Ap-
ple App Store, but potentially generate millions of USD in revenue
on the Google Play Store [7, 14].

It can be challenging for app stores to detect incentivized installs
since these installs and user actions resemble that of authentic
organic users [55]. Prior work [23, 47–49, 65, 66] has studied ma-
nipulation of app store metrics on the Google Play Store, focusing
primarily on detecting installs driven by automation or by low-cost
labor recruited outside of the app store. However, to the best of our
knowledge, there has been no systematic investigation of incen-
tivized installs. As a result, we lack a good understanding of the
incentivized install ecosystem and the effectiveness of these cam-
paigns to manipulate user engagement metrics. More importantly,
it is unclear whether or not existing app store defenses are able to
detect the manipulation of app store metrics (e.g., install counts,
visibility).

To fill this gap, this paper studies the ecosystem of incentivized
installs, its prevalence, and its potential impact. We narrow our
focus on studying the ecosystem of incentivized installs offering
monetary rewards on the Google Play Store. We measure the effec-
tiveness of these campaigns and shed light on app stores’ existing
defenses [42, 43] to detect incentivized installs. First, we perform
measurements by purchasing incentivized installs from multiple
IIPs for our purpose-built honey app that we publish on the Google
Play Store. This allows us to understand the behavior and effec-
tiveness of incentivized installs through the lens of mobile app
developers and to evaluate existing enforcement by Google Play
Store. Then, we perform longitudinal measurements to monitor
incentivized install campaigns of mobile apps on IIPs over a period
of three months, at scale. This complementary perspective allows
us to characterize incentivized install campaigns of advertised mo-
bile apps, and to understand the potential benefits of running these
campaigns.

The main contributions of our study are the following:

(1) Our measurements suggest that most of the users are crowd
workers installing apps advertised on IIPs to earn money. The
results suggest a lack of enforcement from the Google Play Store
to detect these practices since our purchased installs increased
the total install count of our honey app on the Google Play
Store from 0 to over 1,000.

(2) Through longitudinal measurements, we identify campaigns of
922 apps that advertised a variety of incentivized install offers.
We find that more than half of these offers require users to per-
form in-app tasks targeting manipulation of a wide variety of
user engagement metrics (e.g., install counts, increase user ses-
sion lengths) and revenues. These behaviors seem to contradict
Google Play Store’s policies.

(3) Our results show that there is a correlation between apps ad-
vertised on IIPs and the improvement of app store metrics on
the Google Play Store. In comparison to a baseline dataset of

regular Android apps, apps advertised on IIPs show up to 8×
increase in install counts and appear in top charts up to 2×
more frequently. Our results also demonstrate that there is a
correlation between advertising apps on IIPs and developers of
advertised apps raising funding: apps advertised on IIPs tend to
raise funding up to 2× more frequently.

(4) Finally, we find that artificial in-app activity generated through
incentivized install campaigns provides opportunities to de-
velopers of mobile apps to artificially increase gross revenue
through arbitrage and advertising. For example, more than 60%
of apps requiring users to perform in-app tasks integrate 5 or
more advertising libraries.
Our results show that IIPs can have negative effects on the app

store and beyond (e.g., deceitfully raise funding and erode consumer
trust) due to their ability to manipulate user engagement metrics
and revenue. In fact, some IIPs even openly advertise services that
seem to violate Google Play Store’s policies. Our studymotivates the
need for stricter policies against IIPs, similar to those implemented
in the Apple App Store [22, 53]. Our measurement methodology
to monitor IIPs can also be leveraged by the Google Play Store to
identify potential policy violations.

2 INCENTIVIZED INSTALLS
In this section, we explain the ecosystem behind incentivized install
campaigns and its dynamics. The ecosystem of incentivized mobile
app installs involves developers, incentivized install platforms (IIPs),
affiliate apps, users, and third-party mediators. Figure 1 describes
the flow of the offer and money in an incentivized install campaign,
highlighting the role of different stakeholders.

2.1 Stakeholders
App developer. A mobile app developer (or a third-party like mar-
keting companies hired to improve the usagemetrics of an app) runs
an incentivized install campaign by paying an IIP (e.g., fyber.com,
ayetstudios.com, offertoro.com) to advertise an offer. The offer con-
tains app details (name and app store URL), a payout, and a descrip-
tion of actions (e.g., “Install and Register,” “Install and Reach level
10”) that a user must perform to complete the offer. This offer is
then distributed through affiliate apps, where users browse offers
and select an offer to work on. Once a user completes an offer
and the offer completion is certified by a third-party mediator, the
payment is disbursed to all the stakeholders.
Incentivized Install Platforms (IIPs). IIPs provide an easy and
organized way for app developers to manage and run their in-
centivized advertising campaigns. An IIP aggregates offers from
developers in the form of an offer wall. These offers are then adver-
tised to a network of affiliate apps that integrate the offer wall of
the IIP. IIPs allow developers to scale their incentivized advertis-
ing campaigns by providing access to users from different affiliate
apps and third-party mediation services. From the point of view of
developers, there is a spectrum of IIPs depending on their review
process, required monetary commitments, and level of compliance
with app store policies.

On one end, we find vetted IIPs (e.g., fyber.com, offertoro.com,
hangmyads.com) that have a stringent review process to vet devel-
opers. In most cases, they require developers to provide extensive
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Figure 1: Work�ow of an incentivized install campaign. An app developer runs an incentivized install campaign by paying an IIP to advertise
an o�er which is then distributed through an a�liate app where users browse o�ers and select an o�er to work on. Once a user completes an
o�er (and completion has been certi�ed by a third-party mediator), the payment is disbursed to all the stakeholders.

Figure 2: Screenshot of RankApp showing how they publicly adver-
tise improvement of app's rank on Google Play Store as a service.

documentation (e.g.,valid TAX id, bank account) and make sig-
ni�cant upfront monetary commitments (sometimes as high as
thousands of dollars). As a result, we expect vetted IIPs to be used
predominantly by more established developers who can ful�ll these
requirements. Moreover, vetted IIPs tend to stay compliant with
app store policies.

On the other end, we �ndunvetted IIPs (e.g.,rankapp.org,
mopeak.com, cpimobile.com) that usually do not have a review
process to vet developers. The barrier to entry is comparatively
low since no documentation is required and a developer can pay
as little as 20 dollars to start a campaign. Moreover, unvetted IIPs
appear to put less emphasis on compliance with app store policies.
For example, RankApp publicly advertises that their incentivized
install campaigns can help an app improve its rank in Google Play
Store (see Figure 2). This may be in violation of Google Play Store's
policy against manipulation of app store metrics [11].

We are able to easily identify several operational IIPs by querying
Google search with relevant keywords (e.g.,�incentivized installs�
and �mobile o�er walls�) and by investigating relevant discussion
threads on Reddit and Quora. By reviewing the websites of seven
IIPs (that we later study in Section 4) and also attempting to register
as a developer with these IIPs, we are able to classify them as

IIP Type Home URL
Fyber Vetted fyber.com
O�erToro Vetted o�ertoro.com
AdscendMedia Vetted adscendmedia.com
HangMyAds Vetted hangmyads.com
AdGem Vetted adgem.com
ayeT-Studios Unvetted ayetstudios.com
RankApp Unvetted rankapp.org

Table 1: Characterization of di�erent IIPs identi�ed in our study by
reviewing their websites and attempting to register with them as a
developer.

�vetted� and �unvetted� as shown in Table 1 following the previous
de�nitions.
A�liate Apps. IIPs typically rely on multiple a�liate apps for dis-
seminating advertised o�ers at scale. An a�liate app signs up with
one or more IIPs to integrate their o�er walls through a purpose-
speci�c SDK. This enables the users of the a�liate app to access
the o�ers listed in di�erent o�er walls. After a user completes an
o�er listed in the o�er wall, the IIP keeps a fraction of the payout
and releases the remaining payout to the a�liate app which, in
turn, keeps a fraction of the payout and releases the remaining
payout to the user. A�liate apps o�er either non-monetary awards
(e.g., advertising these o�ers as a means to advance in the game) or
monetary incentives (e.g., gift cards) to their users for completing
these o�ers. We primarily focus on a�liate apps that o�er monetary
incentives in our study. As we discuss next, disbursement of the
payout depends on certi�cation by a third-party mediator.
Third-party Mediator. A third-party mediator (or attribution ser-
vice) [68] is an entity trusted both by the developer and the IIP.2 The
advertised app integrates a purpose-speci�c SDK of a third-party
mediator (e.g.,apps�yer.com, kochava.com, adjust.com) to track
o�er completion. Many of these services also o�er analytics and
anti-fraud products. This mediator charges the developer either a
�xed amount or a per-user rate. For instance, apps�yer.com charges
0.03 USD/user.

2.2 O�er Types
We divide o�ers in two categories based on the set of actions re-
quired from a user to complete an o�er.

2Some IIPs also o�er attribution services to track o�er completion. However, developers
may opt for third-party mediators to reduce the risk of fraud.
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